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contractVersion: 1.1.0 — patched after Hostile Auditor Sim #1 Status: Contract frozen - implementation
blocked on CP-K-001 88 + SIM-1 remediations Owner: Kernel / Evidence Related invariants: CP-I-001
(record signing), Signed Evidence v1 (SE-1, SE-5, SE-7, SE-12, SE-14, SE-18), K-BIND-1, K-BIND-2, CJ-1
Depends on: sol o- bui | der-core/ src/record-signing.ts, packages/ strixgov-verifier,

docs/ ar chi t ect ure/ canoni cal -j son. nd

Why this exists
Strix today proves two things with cryptographic strength:
- A decision was evaluated against a specific policy version.
- An execution token was issued, scoped, and redeemed atomically.
It does not yet prove the third, load-bearing step:
The side effect that actually ran was the same side effect that was approved.

Without that binding, "token redeemed" can silently mean "the kernel let it go" rather than "the approved
payload executed". That gap violates the kernel invariant that execution is bounded and revocable —
bounded execution with no record of what executed is an audit hole, not a control.

Execution Binding Guarantee v1 closes that gap with an append-only, signed record type —
executi on_recei pt _v1l — that cryptographically binds:

* the decision outcome,

« the redeemed token,

« the payload hash that was authorized,
« the side effect target,

« and the side effect result (or failure).

Non-goals

« Retrying or compensating failed side effects. Binding records what happened;
reliability is a separate concern.

* Replacing execut i on_r ecord (CP-H-001). execut i on_r ecei pt _v1 is a hew,

narrower artifact that answers "did the approved payload execute?" — the existing record continues to
answer "what did the CLI attempt?".

» Changing the Signed Evidence v1 payload schema. The 13-field locked order

is untouched. execut i on_r ecei pt _v1 is a sibling record, linked by evi dencel d, not a replacement.

Core model
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Load-bearing order of operations

This sequence is the kernel invariant, not an implementation choice. Any code path that produces a receipt
MUST follow it exactly:

- eval uat e — PolicyEngine runs, decision recorded with payl oadHash.

- appr ove — decision transitions to APPROVED in the state machine.

-val i dat e — execution token validated (signature, scope, expiry, revocation).
- consume — token atomically redeemed (ACTI VE - REDEEMED).

- execut e — side effect attempted. The attempt either resolves

(COVPLETED/ FAI LED) or the caller abandons; there is no third pending forever state at the receipt-write call
site.

- recor d — execution_receipt_v1 is constructed, signed, and written
only after step 5 resolves.

A receipt MUST NOT be written before step 5 resolves. "Record first, bind later" is explicitly forbidden — it
collapses K-1 (evaluation before execution) and K-6 (execution vs outcome distinction).

Four states are made explicit and non-collapsible:

“decisionStatus’ APPROVED / DENIED / EXPIRED — from the decision
state machine.

“executionAuthorization® TOKEN\_ISSUED / TOKEN\_REDEEMED /
TOKEN\_REVOKED.

“executionAttempt” ATTEMPTED / NOT\_ATTEMPTED.

“executionStatus” (write-time) COMPLETED / FAILED — exactly these two. 'UNKNOWN"

is a verifier-output value only.

At write time execut i onSt at us MUST be COVPLETED or FAI LED. A receipt can never be written with
UNKNOWN — the signer refuses (see §"Signer preconditions" below). UNKNON exists only as the verifier's
rendering when sister records (decision, redemption, evidence) are unreachable at verify time.

Canonical signed payload (13 fields, locked order)

The payload follows the same locked-order, canonical-JSON pattern as Signed Evidence v1. Reordering,
adding, or removing any field without a new gate report invalidates every receipt.

schemaVer si on (1) ui nt

receiptld "exr .. string (ULI D-shaped, globally unique)

evi dencel d "evi _.." string —links to Signed Evidence vl record

deci sionld "dec_.." string

t okenRedenpti onld tr_.t string —atonm c redenption reference
capabilityld "cap. depl oy. pr od" string —exact match, no wi |l dcards

payl oadHash "sha256: .." string —SHA-256 of SCJ vl(decision.actionParans)

si deEf f ect Tar get "https://." | "urn:.! string —opaque but stable identifier



si deEf f ect Resul t Hash "sha256: .." string —al ways present, SHA-256 of SCJ vi1(result descrip

bi ndi ngSt at us "BOUND' | " UNBOUND" enum —BOUND - all §"Binding rules" pass
execut i onAtt enpt edAt RFC3339 ti nmestanp string

execut i onConpl et edAt RFC3339 ti nmestanp string —always present at wite tine

execut i onSt at us " COVPLETED" | " FAI LED" enum —UNKNOWN is verifier-only, never witten

The signature covers a 15-field document: the 13 payload fields plus envi r onnent and t enant | d
(SE-12/SE-14 invariant — captured at signing time, read from the stored record at verify time, never from
process. env).

Hash fields

e payl oadHash — "sha256: " + SHA-256( SCJ vl1(deci sion. acti onParans)).

deci si on. act i onPar ans is the exact Recor d the PolicyEngine received at eval uat e. SCJ v1 is pinned in
docs/ ar chi t ect ur e/ canoni cal -j son. nd. The hash is written onto the decision row at transition to
EVALUATED and is immutable thereafter (invariant K-BIND-1). The receipt echoes the hash; the verifier
compares echo to stored. A receipt whose payl oadHash does not match the decision's stored hash is
UNBOUND with reason UNBOUND_PAYLOAD_HASH M SMATCH — never a generic error.

* si deEf f ect Resul t Hash — "sha256: " + SHA-256(SCJ v1(result)) where

resul t is a canonicalizable result descriptor provided by the caller. For a normal completion that is the
HTTP response body, DB write summary, file checksum, etc. For watchdog-abandoned failures (see
§8"Async side effects") it is the abandonment descriptor: { reason: "wat chdog_abandoned", watchdogl d,
deadl i neExceededAt }. Always present at write time. There is no null-result receipt and no "UNKNOWN"
literal — the signer rejects it.

Signer preconditions (fail-closed)

Before the signer will produce a receipt, it MUST verify all of the following against live kernel state. A single
failed check aborts the signing operation and no receipt is written.

- deci si onl d resolves to a decision in state APPROVED.
-t okenRedenpt i onl d resolves to a redemption in state REDEEMED,

referring to deci si onl d, matching capabi | i t yl d exactly (no scope widening), and not revoked before
executi onAtt enpt edAt .

- payl oadHash equals the hash stored on the decision
(recomputed from deci si on. act i onPar ans under SCJ v1 and byte-compared to deci si on. payl oadHash).
- executionSt at us 0 { COWPLETED, FAI LED} . UNKNOWN refused.
- execut i onConpl et edAt is non-null and = execut i onAt t enpt edAt .
- si deEf f ect Resul t Hash is non-null.
- (deci sionld, tokenRedenptionld) tuple has no existing receipt.
-recei ptld is globally unique in the receipt store.

These preconditions enforce invariant K-BIND-2 (no signed-but-unbound receipts). A signed receipt that
would bind-fail at verify time is not allowed to be written in the first place.



Append-only semantics
» One receipt per (deci si onl d, tokenRedenptionld) tuple.
e recei ptldis globally unique (ULID + DB unigue constraint).
» Writes are refused if a receipt already exists for that tuple.
» Updates are refused categorically.

« Deletion is not a supported operation.

Async side effects

If a side effect is legitimately async (e.g. a job that the caller does not await), the caller has two — and only
two — options:

- Block until the attempt resolves, then write the receipt with
execut i onSt at us=COVPLETED or FAI LED. This is the default path.
- Watchdog-abandoned failure. After a caller-owned watchdog

deadline passes, the caller writes a receipt with execut i onSt at us=FAI LED and a si deEf f ect Resul t Hash
covering an abandonment descriptor (see §"Hash fields"). This path carries a hard integration
obligation: before writing the FAILED receipt, the caller MUST have either (a) genuinely killed the
side-effect path such that late completion is not possible, or (b) ensured the side effect is idempotent /
compensable so a late completion is a no-op against the compensation already applied. Writing a
watchdog-abandoned FAILED receipt for a side effect that later silently succeeds is a trust-claim violation
and a launch-blocker integration bug.

execut i onSt at us=UNKNOWN is reserved for verifier output — a receipt that could not be resolved to a
decision or side-effect result at verify time. It is never a write-time state. Writers MUST NOT produce
UNKNOWN receipts. This preserves the rule that a receipt reflects actual outcome, not intent.

Reconciliation of redemptions (K-BIND-2)

Every token redemption MUST be matched by exactly one receipt within a bounded
RECONCI LI ATI ON_W NDOw/(default 60 seconds, configurable per capability but < 5 minutes). The kernel runs
a reconciliation pass:

* For each REDEEMED token with no receipt after the window, emit an
UNRECONCI LED REDEMPTI ON event to the proof surface and to telemetry/on-call.
* UNRECONCI LED_REDEMPTI ON is visible on the console and public proof

page as a distinct state — never collapsed into "executed" and never hidden. An observer cannot be left
unable to distinguish "token redeemed, execution happened, receipt suppressed" from "token redeemed,
execution failed to attempt, no receipt".

This is how Strix defends against single-point receipt suppression.

Binding rules (verifier)

A receipt verifies as BOUND iff all of the following hold:



- si gnat ureval i d — Ed25519 verification succeeds against the JWKS entry
identified by si gni ngKey! d.
- payl oadHash equals deci si on. payl oadHash as stored on the

referenced decision's append-only audit trail (not just the current row — invariant K-BIND-1 requires
payloadHash is immutable from EVALUATED onward; verifier reads the audit entry at EVALUATED time).

-t okenRedenpt i onl d references a redemption that:

e was ACTI VE - REDEEMED via atomic updat eMany,

* matches capabi | i t yl d exactly (no scope widening),

» was not revoked before execut i onAt t enpt edAt .

- capabi | i tyl d equals the decision's capability.

- evi dencel d resolves to a VERIFIED Signed Evidence v1 record whose
capabi lityl d, envi ronnent, and t enant | d match the receipt.

- si deEf f ect Resul t Hash is non-null (always, per signer precondition 6).

-recei pt | d is globally unique — no collision with any other receipt.

Any other combination is explicitly UNBOUND with a machine-readable reason code. The verifier never returns
"bound" for a receipt whose signature is valid but whose payload hash mismatches — that is precisely the
attack this feature exists to defeat.

Reason codes (stable strings)

BOUND —all rules passed

UNBOUND_SI GNATURE_| NVALI D

UNBOUND_PAYLOAD HASH M SMATCH

UNBOUND_CAPABI LI TY_M SMATCH

UNBOUND_REDEMPTI ON_M SSI NG

UNBOUND_REDEMPTI ON_REVOKED

UNBOUND_DEC! SI ON_NOT_APPROVED

UNBOUND_DEC! SI ON_PAYLOAD MJTATED —K-BIND-1 violation (decision row nutated post-EVALUATED)
UNBOUND_EVI DENCE_UNVERI FI ED

UNBOUND_RESULT_HASH | NCONSI STENT

UNBOUND_ENVI RONVENT_M SMATCH

UNBOUND_TENANT_M SMATCH

UNBOUND_RECE! PTI D_COLLI SI ON

UNRECONCI LED_REDEMPTI ON —K-BIND-2 signal (not a receipt state; surfaces on token, not receipt
These codes are part of the public verifier contract. They are not human-readable strings to display — Uls

MUST map them to localized copy. Changing a code string is a breaking change.

Proof APl shape

GET /api/ public/verify?receiptld=..returns:

{
"receiptld": "exr_01HX..",

"evidencel d": "evi _O01HX..",

"deci sionStatus": "APPROVED',

"executionAut hori zation": "TOKEN REDEEVED',
"executionAttenpt": "ATTEMPTED',



"executionStatus": "COWLETED',
"bi ndi ngSt at us": " BOUND',
"bi ndi ngReason": "BOUND',
"signatureVvalid": true,
“envi ronnent Match": true,
“"tenant Match": true,
"si gni ngKeyl d": "strix-prod-2026- 04"
}
Four states are always reported independently. A consumer that only inspects bi ndi ngSt at us cannot

accidentally collapse a token redemption into an execution success.

What breaks if this is wrong
« payl oadHash reordered — every live receipt becomes invalid.
(Treat this file's field order as load-bearing, same as t okens. ts: 175.)
* Receipt written before side effect attempt resolves - write is refused

at the signer (EXR_WRI TE_BEFORE_RESOLUTI ON). There is no write-time UNKNOWN state. Consumers never
have to decide how to interpret a "pending" receipt, because one cannot exist.

» Receipt written on token revocation — bi ndi ngSt at us=UNBOUND with

reason UNBOUND_REDEMPTI ON_REVOKED. The receipt still exists because an attempt happened; it just does
not bind.

Test obligations

See sol o-bui | der-core/tests/execution-receipt.test.ts:

« approved payload executes and binds correctly (BOUND)

« payload hash mismatch - UNBOUND PAYLOAD HASH M SNVATCH

* capability mismatch - UNBOUND_CAPABI LI TY_M SMATCH

* tamper on si deEf f ect Resul t Hash — signature invalid, binding fails
e tamper on execut i onSt at us — signature invalid, binding fails

* signer refuses execut i onSt at us=UNKNOWN at write time (K-BIND-3)
« signer refuses a receipt whose preconditions (decision APPROVED,

redemption REDEEMED, payloadHash recomputed-matches) do not all hold — even if executi onSt atus O
{ COWLETED, FAI LED} (K-BIND-3)

« duplicate (deci si onl d, tokenRedenptionld) - refused

e duplicate recei pt I d — refused (K-BIND-4)

 orphan redemption (no receipt within reconciliation window)
surfaces as UNRECONCI LED_REDEMPTI ON (K-BIND-2)

« decision.payloadHash mutated post-EVALUATED - verifier detects

via audit trail - UNBOUND_DECI SI ON_PAYLOAD_MUTATED (K-BIND-1)



 environment mismatch (signed in prod, verified in dev) -
envi r onnent Mat ch=f al se, si gnat ur eVal i d independent (SE-14)
« canonical field ordering: golden-vector canary committed before
signer code under t est s/ gol den- vect or s/ executi on_recei pt _v1/ (F-16)

These are regression tests, not aspirational — the feature is not complete until all of them run green on CI.

Rollout

- Land schema + signer + verifier behind STRI X_EXECUTI ON_BI NDI NG _V1=f al se
(no behavior change by default).

- Write receipts in shadow mode (receipt created, not yet surfaced on
proof pages).

- Enable verifier surfacing on / pr oof once shadow mode covers = 99% of
redemptions for 7 days.

- Flip STRI X_EXECUTI ON_BI NDI NG_V1=t r ue in production; from that point

a missing receipt for a redeemed token is an incident, not a warning.

Open questions (deferred, not blocking)
« Full proof-chain walk across receipts (genesis - tip) is deferred to a
later gate; evi dencel d linkage is sufficient for v1.
» Replay/counterfactual surfaces ("would this payload have been

approved?") stay out of vl — they belong to a later, separate gate.



